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AUUG General Information

Memberships and Subscriptions

Membership, Change of Address, and Subscription forms can be found at the end of this issue.
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Next AUUG Meeting
The next meeting will be held in Melbourne during February 1988.
Futher details will be provided in the next issue.
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AUUG Newsletter

Editorial

I am disappointed that the majority of this issue is reprints from the USENIX and EUUG Newsletters. I
would prefer that it had more Australian content. I will continue to encourage people to write articles
for the Newsletter and hope this produces a better result in future issues. Please remember that articles
do not have to about UNIX itself but applications that run under UNIX.

REMEMBER, if the mailing label that comes with this issue is highlighted, it is time to renew your
AUUG membership.

AUUGN Correspondence
All correspondence reguarding the AUUGN should be addressed to:-

John Carey
AUUGN Editor
Computer Centre
Monash University
Clayton, Victoria 3168
AUSTRALIA

ACSnet: auugn@monul.oz

Phone: +61 3 565 4754

Contributions
The Newsletter is published approximately every two months. The deadline for contributions for the
next issue is Friday the 16th of October 1987.

Contributions should be sent to the Editor at the above address.

I prefer documents sent to me by via electronic mall and formatted using troff-ram and my footer
macros, troff using any of the standard macro and preprocessor packages (-ms, -me, -mm, pic, tbl, eqn)
as well TeX, and LaTeX will be accepted.

Hardcopy submissions should be on A4 with 35 mm left at the top and bottom so that the AUUGN
footers can be pasted on to the page. Small page numbers printed in the footer area would help.

Advertising
Advertisements for the AUUG are welcome. They must be submitted on an A4 page. No partial page
advertisements will be accepted. The current rate is AUD$ 200 dollars per page.

Mailing Lists
For the purchase of the AUUGN mailing list, please contact Chris Maltby.

Disclaimer
Opinions expressed by authors and reviewers are not necessarily those of the Australian UNIX systems
User Group, its Newsletter or its editorial committee.
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a Techway company

for

~ UNIX System V

[~ Documentor’s Workbench 2.0
- and various back-end drivers
- PostScript support of plain text
- support for graphs and images

~ Ports & Device Drivers

~ Intelligent Benchmarking

I~ SUN-Ill (ACSnet) + installation

~ Biway - Bi-directional modem software for System V
and 4bsd

I~’ Courses:

- Beginner’s Workshop

- Fast start to UNIX

- System Administrators’ workshop

~" Technical Backup

- and all sorts of interesting software development.

Softway Pty Ltd. (Incorporated in NSW)
20 Chalmers St, Strawberry Hills, NSW.

PO Box 305, Strawberry Hills, NSW 2012.
(02) 698 2322 Fax (02) 957 6914
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Adelaide UNIX Users Group

The Adelaide UNIX Users Group has been meeting on a formal basis for 12 months.
Meetings are held on the third Wednesday of each month. To date, all meetings have
been held at the University of Adelaide. However, it was recently decided to change
the meeting time from noon to 6pm. This has necessitated a change of venue, and, as
from April, meetings will be held at the offices of Olivetti Australia.

In addition to disseminating information about new products and network status, time
is allocated at each meeting for the raising of specific UNIX related problems and for
a brief (15-20 minute) presentation on an area of interest. Listed below is a sampling
of recent talks.

D. Jarvis
K. Maciunas
R. Lamacraft
W. Hosking
P. Cheney
J. Jarvis

"The UNIX Literature"
"Security"
"UNIX on Micros"
"Office Automation"
"Commercial Applications of UNIX"
"troff/ditroff"

The mailing list currently numbers 34, with a healthy representation (40%) from
commercial enterprises. For further information, contact Dennis Jarvis
(dhj@aegir.dmt.oz) on (08) 268 0156.

Dennis Jarvis,
Secretary, AdUUG.

Dennis Jarvis, CSIRO, PO Box 4, Woodville, S.A. 5011, Australia.

PHONE: +61 8 268 0156
UUCP: {decvax,pesnta,vax135} !mulga!aegir.dmt.oz!dhj
ARPA: dhj %aegir.dmt.oz! dhj@ seismo.arpa
CSNET: dhj@aegir.dmt.oz
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MEASURING DATABASE PERFORMANCE
USING THE TP1 BENCHMARK

Ken J. McDonell
Department of Computer Science

Monash University
Clayton, Victoria 3168, AUSTRALIA

Acsnet: kenj@moncsbruce.oz

ABSTRACT

This note reports on some performance experiments conducted with a commercially available
relational database management system (let’s call it DBMS-R) in conjunction with the TP1
benchmark[I]. These tests are of particular interest given the popularity of TP1 as a de facto
standard for measuring on-line transaction processing throughput. This paper assumes the
reader is familiar with the TP1 benchmark; full details may be found in[1].

In all cases, the tests were run on an unloaded Unix1 machine in multi-user mode (with the
usual assortment of daemons, especially the Ethernet ones). Several Unix machines were
used, all from the one vendor’s model range; they shall be referred to as Model-l, Model-2
and Model-4 (model numbers crudely approximate to relative raw performance).

Except where stated to the contrary (for some Model-4 tests), the filesystems all had a default
configuration with a block size of 16K bytes.

The same brand of disk drives was used in all tests.

System and Database Configurations
Model-4

The Model-4 processor had 128 Mbytes of real memory, and 7208 buffers in the file system
cache.

After several experiments, the following database configuration was used with logging, the
DBMS-R system catalogs and the relations spread across 4 physical disk drives. Within the
parameter set explored, this configuration gives the best performance amongst those deemed
realistic and "honest".

1. Unix is a trademark of AT&T Bell Laboratories.
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Relation Size Access Method Disk Filesystem
DBMS-R catalogs diskl default
transaction log disk3 default
account 100000 hash unique disld 2K block size
teller 1000 hash unique diskl 2K block size
branch 100 hash unique diskl 2K block size
history 0-21500 unstructured disk4 default

Note that the filesystems for the randomly accessed relations have been reconfigured to have
block sizes of 2K bytes; refer to Point 8 in Section 4 for a full discussion as to why.

1.2 Model-2

The Model-2 processor had 64 Mbytes of real memory, and 2293 buffers in the file system
cache.

Based upon the Model-4 experiences and a small number of further experiments, the
following database configuration was used with logging, the DBMS-R system catalogs and
the relations spread across 3 physical disk drives.

Relation Size Access Method Location
DBMS-R catalogs disk0
transaction log diskl
account 100000 hash unique disk2
teller 1000 hash unique disk2
branch 100 hash unique disk0
history 0-15400 unstructured diskl

1.3 Model-1

The Model-1 processor had 32 Mbytes of real memory, and 1146 buffers in the file system
cache.

The following database configuration was used with logging, the DBMS-R system catalogs
and the relations spread across 2 physical disk drives.

Relation Size Access Method Locatio
DBMS-R catalogs disk0
transaction log diskl
account 100000 hash unique disk0
teller 1000 hash unique disk0
branch 100 hash unique disk0
history 0-8200 unstructured disk0

2. TP1 Performance

The measured mean TP1 performance (in transactions per seconds, TPS) with varying degrees
of concurrency is shown in the following graph.
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Peak TP1 throughput2 is as follows.

CPU Concurrency Peak TP1 (TPS) Relative to Model-1
Model-4 3 12.2 1.87
Model-2 4 9.5 1.46
Model- 1 2 6.5 1.00

3. Performance Analysis and Other Tests
Across the hardware range different resources are evidently limiting TP1 throughput. The
following numbers represent average figures gathered using rnpstat and dkstat on a repeated
run for the optimal degree of concurrency. Note that the column headed "Disk Xfers" is for
the most heavily used drive only.

CPU Concurrent Processor(s) System Calls Context Switches ¯ Disk Xfers
Streams % Idle Time (per sec) (per sec) (per sec)

Model-4 3 43 1391 308 24, disk2
Model-2 4 48 1079 267 18, disk2
Model- 1 4 13 774 134 16, disk0

Scrutiny of the mpstat statistics for the Model-1 reveal that it is running close to maximal
CPU utilization, with bursts of high CPU idle time and near-peak disk rates coinciding with
sync activity. Short of either spreading the disk buffer cache flushing more uniformly with
time, or re-engineering some major DBMS-R component (e.g. the IPC mechanism or the lock
manager), little improvement can be expected. However, better throughput should be

2. There may be some marginal improvement at degrees of concurrency between the measured points, but near
the optimal throughput, e.g. 3 concurrent transaction streams for a Model-1 or 5 concurrent streams for a
Model-2.
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achievable because the very high system time (48%, compared to 40% user time) suggests
inefficient system call patterns or poorly implemented system code.

At the other extreme, the Model-4 has plenty of unused CPU capacity and disk bandwidth,
but the throughput is being constrained by a "convey" phenomenon caused by lock conflicts
for the last page of either or both the transaction log and the "history" relation.

Further insight into TP1 performance may by gained from consideration of the following
hypothetical transactions,

TI" Amend a tuple in relation R where the key = K

T2" Append a tuple to relation R

A TP1 transaction is composed from a set of smaller updates each being similar to either T1
or T2. Since T1 and T2 are both simpler than TP1, studies of T1 and T2 are more easily
conducted, but the results may be used to predict maximal TP1 performance.

Initially we are interested in minimizing disk activity to concentrate on other performance
factors - consequently all T1 and T2 tests run with transaction logging disabled. For T1 we
can further minimize disk UO by using a hashed access method. For T2 the unstructured
access method is chosen to model transaction logging activity, and possibly the updating of
the TP1 "history" relation.

If one stream of identical T1 transactions is run, statistically reliable measures may be made
without any contention. Running several concurrent T1 streams allows investigation of
throughput limits in the following interesting cases,

1. No conflict between transactions (all streams use a different value of the key K chosen to
ensure that the corresponding tuples map to different physical database pages).

2. Pathological conflict (all streams use the same key K).

For T2 transactions, multiple streams updating the same relation are always in conflict over
the lock for the last physical page of the relation.

The following graphs illustrate the maximum achievable throughputs for T1 (with and without
conflict) and T2.

Model-4 Maximal Throughput
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per Second 60-
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40-

T1 - No Conflict
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T1 - Conflict

I              I              I
5               10              15
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Since each TP1 transaction consists of 2 T2 sub-transactions and 3 T1 sub-transactions (with
conflict varying from none to slight), the following upper bounds on TP1 performance can be
computed. These bounds are important because they are based upon no logging and minimal
disk !/O - we are measuring principally the DBMS passage time per transaction, and in
particular the peak rate at which the lock manager can handle transactions and resolve
conflicting lock requests. Even if ideal situations prevail during a TP1 run and the additional
logging and disk I/O activities can be overlapped with processing of concurrent transactions,
the TP1 throughput cannot exceed these upper bounds.
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CPU TP1 Minimum Time TPS TPS observed
Upper Bound Absolute % Bound

Model-4 2/60 + 3/75 = 0.073 13.6 12.2 89
Model-2 2/57 + 3/55 = 0.089 .11.2 9.5 85
Model- 1 2/45 + 3/37 = 0.13 7.9 6.5 82

4. Benchmarking Methodology

Several "pitfalls" and problems associated with TP1 measurements were uncovered. This list
should be used as a checklist during TP1 measurements for other database management
systems, and to verify the extent to which competing performance figures may be honestly
compared.

o For TP1 all tuples should contain 100 data bytes (except for the "history" relation
which has 50 data bytes per tuple). Test databases with tuples of non-standard size can
produce significantly different performance.

2. The size of each relation is also defined for a 100 TPS system to be as follows.

Relation Tuples Size
branch 1,000 100 Kbyte
teller i0,000 1 Mbyte
account 10,000,000 1 Gbyte
history 200,000,000 10 Gbyte

.

For a 10 TPS system (e.g. any machine in the range under investigation), these numbers
should be divided by 10. However this leads to several problems.

a,

b.

The "account" relation is 100 Mbytes of data. To achieve acceptable random
access a relatively low space utilization is required (perhaps as low as 40% for some
implementations), so this can easily require 200 Mbytes - a little too big for
comfort, as the test database loading may take several days! Pragmatic
considerations then typically reduce this relation to 100,000 tuples (1/100 scaling),
justified by assertions that performance for the larger relation size would be
comparable; this is reasonable if access time for "accounts" tuples is not the
limiting performance factor or the access method provides access times independent
of relation size (e.g. a good hashing addressing scheme) and provided there is no
"cheating" (e.g. the whole database could, in theory, be loaded into the available
real memory on even the smallest system in the range under consideration).

There is no published evidence to suggest anyone accumulates 1 Gbyte of "history"
data (for a 10 TPS system) before they start the TP1 benchmark. Common
approaches include starting from zero, or some arbitrary token number (e.g. 10000)
of tuples.

The organization of the "history" relation is subject to considerable variation.
possibilities were investigated.

Two

a. A sequential file. Realistic, but causes increased lock contention for the last
physical page because every TP1 transaction must append a tuple to this table.

b. A hashed file. Reduces physical page lock conflict, but this is not a rational way to
build a chronological record of updates. Pragmatic issues that must be addressed
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include periodic reorganization (the growth is unbounded and eventually the pages
become so full that the increased update times dominate total transaction time,
thereby negating all gains from reduced l~xzk contention), concurrent sorting and
archival of tuples to some non-volatile storage (no attempt has been made to include
this overhead in the DBMS-R measurements).

The following graph illustrates the effects of this choice. All configuration parameters
are as specified in Section 1.1, except the default, rather than tuned filesystem was used
and in the hashed case the "history" table was initially loaded with 10,000 dummy
tuples at a fillfactor of 17% (after the last run there were 28,000 tuples and the fillfactor
was 50%).

Effect of Access Method on the "history" Relation

TPS

12-

10-

m

~

Unstructured

I              I              I
5          10          15

Concurrent Transaction Streams

Despite the apparent better performance of the hashed scheme, all other tests reported in
this document use the unstructured scheme because this organization could be sustained
over an extended period without expensive reorganization.

Elsewhere, some TP1 results have been gathered using several "history" relations (e.g.
partioned by branch number) to spread the activity and hence reduce the contention
conflict. This scheme is technically feasible and perfectly acceptable, but was not
employed in these tests because no performance improvement could be expected all the
while transaction logging was imposing a second convoy regime upon transaction
execution.

4. Make sure transaction logging is enabled. This is not an optional part of TP1.

The following graph illustrates how impressive, but bogus, performance can be achieved
by disabling transaction logging. Apart from logging, all configuration parameters in
both runs are as specified in Section 1.1 except the default rather than tuned filesystem
was used.
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In the absence of any special precautions, concurrent TP1 transactions can deadlock
when share locks are promoted to exclusive locks for each amended tuple in "account",
"teller" and "branch". TP1 testbeds must ensure deadlock is either prevented or
aborted transactions are resubmitted.

In a more general vein, the transaction implementation should include an error handling
mechanism that at least detects when an update is not completed as expected.

Measuring TPS rates over very short times produces a "burst" TPS rating that cannot be
sustained. In such a short interval, all writes may have been cached and sync may not
have run - this makes disk writes appear much cheaper than they really are! For
example if each stream consisted of 100 TP1 transactions and the degree of concurrency
varied between 1 and 16 streams, then the elapsed times (across a Model-4 and Model-l)
would be in the range 10 seconds to 5.4 minutes. Figures collected in this manner
cannot legitimately be compared. For all results presented in this report, the aggregate
number of transactions across all concurrent streams remains constant (1536) and
elapsed running times are in the range 2.5 to 5.0 minutes.

Similarly, there is some freedom in the interpretation of the TPS rate, as follows

1. The number of transactions completed, divided by the sum of the running times for
each transaction stream.

2. The number of transactions completed, divided by the total running time for all
transaction streams (from the start of the first one to the end of the last one).

The former measure produces marginally higher values, but is also more representative
of steady-state transaction processing. This is the measure used throughout this report.

The TP1 throughput varies dramatically with the degree of transaction concurrency.
Throughout these experiments, this parameter has been considered an independent
variable whose value may be chosen to maximize TP1 throughput for a particular choice
of all other configuration parameters. Not all TP1 measurements performed by others
are quoted in this way, so comparisons may be misleading.
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,

Justification for choosing the degree of concurrency to maximize TP1 throughput is
relatively straight forward, based upon an application architecture in which a
communications front end process (or processes) manages the terminals, gathers
transaction details and submits transactions to one of N queues. Each transaction queue
is serviced by a dedicated server which runs one transaction to completion before starting
the next transaction. Such a scheme supports fluctuating transaction arrival rates with
constrained DBMS concurrency to achieve maximal throughput.

Tuning the UNIX filesystem can make a significant difference. Transaction logging and
the "history" relation are both fundamentally write-only sequential files with small
logical record sizes - big filesystem blocks help here. The other relations are all subject
to random read and re-write, again with small logical record sizes - small filesystem
blocks are optimal. The following graph illustrates the effects of this tuning for a
Model-4 configuration (see Section 1.1 for parameters) as the filesystems containing the
randomly accessed relations are varied from the default 16K block size configuration
through to the optimal (for TP1) 2K configuration.

Effect of Filesystem Tuning
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Care must be taken to see what DBMS tuning options have been invoked. For TP1,
query optimization is irrelevant, but selection of other parameters can have a major
impact, e.g. choice of lock granularity, lock promotion scheme, random access storage
method, database buffer cacheing, etc.

Relevant options for DBMS-R throughout these tests are,

® Enable transaction logging.

® Automatically promote read locks to exclusive locks at the time of granting.

o Explicity call the DBMS to delimit each TP1 transaction.

® Precompile queries to minimize parsing and optimization overheads.

Other tuning options may have obscure effects. For example, the number of data pages
cached in each DBMS-R process may be controlled. The local cache may reduce data
page reads, but incurs a synchronization overhead as additional locks for cached pages
must be acquired and released. The following graphs illustrate the effects of setting the
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number of cached pages to zero on a Model-2 for the TP1 and T2 runs.

Reducing the local cache size to zero improves T2 performance when there is more than
one stream of transactions, since consecutive appends within a single stream will be
directed to different data pages and page cacheing incurs the lock overhead for no gain.
When there is no concurrency, the poorer performance results from repeated reads of the
same (last) page of the relation that is avoided when cacheing is employed.

The situation for TP1 is less clear. No obvious explanation exists for the poorer
performance in the un-cached case at near optimal levels of concurrency.
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10. The original TP1 benchmark specification includes a number of aspects that are often
ignored due to difficultly in implementation or inability to support the relevant facility.
None of these factors have been included in the measurements presented in this report.
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Terminal I/O. Assumed to be in block mode, 100 bytes (10 fields) of input (the
transaction details) and 100 bytes of output (response).

® X.25 communications between teller temainals and the host.

15% of transactions are for accounts held at branches different to the branch (teller)
at which the transaction is generated.

Duplexed transaction logging.

At least one second response time for 95% of the transactions.

Making it All Go Faster
Faced with ample CPU power and disk bandwidth, but comparatively low TPS rating, it
becomes necessary to identify where and how transactions are in conflict in such a manner
that serious interference results. To add to the gloom, system CPU usage is always
significantly higher than user CPU usage. Possible candidates include

.
Excessive system calls in either the DBMS-R process or the run-time library attached to
the application process.

2. Poor IPC protocols and/or implementation between the application and the DBMS-R
processes.

.

5ol IPC

The DBMS-R lock manager.

By surgically implanting a monitor routine below the DBMS-R run-time library in an
application process, it was possible to gather information on the pipe-based IPC protocols
between the DBMS-R process and the T2 sub-transaction. This revealed the following facts.

All messages are 256 bytes long.

After the initial hand-shaking (3 messages), there are 2 messages (one send, one
response) for each embedded query statement. Statement precompilation carries a further
overhead of 2 messages the first time the statement is executed.

This would suggest approximately 14 messages per TP1 transaction.

Using the MUSBUS[2] context1 test as a basis, two processes running on a Model-2 are able
to exchange 20,000 messages in 34.4 seconds (1.2user + 21.5sys). Message exchange alone
would therefore limit TP! performance for one transaction stream to a peak rate of 40 TPS.

The overhead in message processing is clearly not the limiting resource, although in
conjunction with some other computationally intensive activity (e.g. the DBMS-R process or
the lock manager) it may well represent a major contributor to the high relative system CPU
time and lower than expected transaction throughput.

5.2 System Call Behaviour
Using a profiled kernel on an Model-2, 4 streams of T2 transactions were run. The following
system call frequencies were observed and expected (only calls with frequencies over 500
shown).
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Frequency
System Call Explanation

Observed Expected
ioctl 17267 7000 Based upon 3 lock requests and 1 lock release

per T2 transaction.
lseek 6422
write 5197 4700 3100 for pipe-based IPC messages, 1600 disk

writes.
read 3423 3100 Pipe-based IPC messages.
sigblock 3333
close 576

Worthy of note here is the unexpectedly higher number of ioctl Calls, and large numbers of
totally unexpected calls to lseek, sigblock and close.

5.3 Kernel Profiling
In an attempt to identify the reasons for such high system CPU time, three tests were
performed with a profiled kernel.

Case A T2 with 1 and 4 concurrent streams on a Model-2. The results with one concurrent
stream are not very interesting (each CPU is 50% idle), so the table below includes
only the 4 stream case.

Case B TP1 with 3 concurrent streams on a Model-2.

Case C TP1 with 4 concurrent streams on a Model-4.

The following table summarizes the main contributors, with resource consumption shown in
absolute terms and as a percentage of the system CPU time accumulated below the system
call entry (i.e. excluding idle and interrupt handling time).

The times were extracted using gprof and classified as follows.

DBMS-R Lock Driver
Everything in ioctl and below; there are effectively no calls to ioctl for devices other
than the DBMS-R lock manager.

File and Pipe I/O
Calls to rwuio via read and write are aggregated, and then usage attributed to file or
pipe I/O according to the frequency of calls to vno_rw and pipe_rw respectively.

Case DBMS-R Lock
Driver Pipe I/O File I/O

A 23.58 (40%) 12.94 (22%) 8.50 (14%)
B 61.55 (23%) 87.52 (33%) 52.18 (20%)
C 82.75 (23%) 134.47 (38%) 64.62 (18%)

The execution time per request in the DBMS-R lock manager depends upon the
degree of lock conflict and varies from 0.5 msec/call in Case A (no concurrency),
through 1.1 msec/call (Case A with 4 streams and Case B), to 1.5 msec/call in Case
C. This suggests that for TP1 the minimum time that a non-shared lock may be
held (e.g. exclusive access to the transaction log) is of the order of 3 msec, or some
350 lock request-release cycles per second. This cannot produce the convoy effect,
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because the observed peak rate in the order of 12 TPS means the lock on the
resource that is causing the convoy must be held for about 90 msec by each
transaction. Possible explanations include,

1. The DBMS-R process does an enormous amount of work between acquiring the
lock and releasing it.

.
There is some major logical flaw in the lock manager that is causing the
process making a lock request to be blocked for no apparent good reason,
thereby adding considerable real-time delay to each lock request and/or release
that appears as CPU idle time, rather than accumulated CPU time in the lock
manager.

The first explanation seems more plausible, but it has not been possible to prove or
disprove either hypothesis.

6. Concluding Recommendations

The following issues must be addressed before DBMS-R TP1 performance on the studied
machines can be expected to demonstrate dramatic improvement.

.
The cause of the "convey" mechanism must be clearly identified. Until the passage
time for use of this critical resource is reduced, or removed the Model-2 and Model-4
will continue to demonstrate throughput that degrades above a concurrency level of about
4 and at the same time leaves considerable CPU idle time (note that disk bandwidth will
not become an issue of any relevance unless there is a significant increase in overall
transaction throughput).

Some possible techniques to help in this area include,

Multiplex the transaction log, e.g. one log per DBMS-R process with centralized
co-ordination (system-wide log) only occurring when the DBMS-R process starts-up
and shuts-down, rather than at each transaction commit.

For sequential files (e.g. a unstructured relation, or the transaction log) consider
using atomic append-writes (as supported in the kernel, i.e. open the file with mode
O_APPEND) in preference to DBMS-level lock protocols and lseek before each
write.

.

Avoid deadlock detection overhead for blocked requests to lock the transaction log -
transactions blocked here should be waiting for a short time with no chance of
deadlock, unless DBMS-R is in the midst of a pathological crisis from which it is
unlikely to recover!

Improved pipe performance or a more efficient IPC mechanism between the DBMS-R
and the application proceses. By itself, this cannot be expected to improve performance
(except on the Model-i), because this IPC activity is almost certainly outside the scope
of the interaction responsible for the convey phenomenon. However, if the serial
execution imposed by the convey were relaxed, then system CPU time spent supporting
pipe I/O would become a major component limiting throughput as CPU utilization nears
saturation.

At a more general level, this study has highlighted a number of potential weakness with
current TP1 specifications and implementation that should act as a warning to vendors and
purchasers alike - be very careful if you are using TP1 results to influence decisions in
respect of critical resources like people and money.
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Finland: Birch and Boat

Rob Pike

ABSTRACT

Trip report from the European Unix User’s meeting in Helsinki, Finland, and
related events.

Minix
First stop was Amsterdam, to visit Andy Tanenbaum and chat about his new V7-compatible sys-

tem, Minix. Minix’s purpose is pedagogy: Tanenbaum has written an undergraduate textbook using
Minix as a complete system for study, much like Lions’s V6 books from the late 70’s. Minix is suc-
cessful in the classroom -- the benefits of study by example are well known. Students are given lab
assignments like "add symbolic links" or "write a device driver for the Epson printer." Also, Tanen-
baum feels (and I agree) that operating systems texts have tended too much towards the theory and not
enough towards the practice. As he puts it, they’ll devote pages of queuing theory to round-robin
scheduling when a few lines of code and some common sense could do as well.

Minix is also successful as a book, and as a system. Prentice-Hall sells the complete source code
for about $100, and a group of avid Minix hackers has come to life almost overnight. Tanenbaum is
delighted.

This might be a good time to dispel some of the misconceptions floating around about Minix.
First, it is decidedly not V7. The kernel has been completely rewritten and redesigned, and at least
some of the user-level commands have also been rewritten. A number of commands are missing, the
most striking being ed. Also, because of some simplifications in the kernel, a number of system calls
are missing as well, although none of them too dramatic. The most troublesome absence is probably
pt:azace, but it is hard to fault Tanenbaum for leaving it out, given his pedagogical intentions.

Another misconception is that Minix, at least in its present form, is a threat to the Unix~- system.
The system is a teaching toy, not a production system. For one thing, it doesn’t swap: when a program
wants to grow in size, it can only do so if there is physical memory available. On a small machine --
Minix is written for the IBM PC -- this is quite a limitation. There are other shortcomings too, such as
the lack of any programmable editor; ed, seal and awk are all missing. And the list goes on. None of
this is intended to belittle Tanenbaum’s achievement, which is currently all the rage in the PC/Unix
world, and was the main technical topic of discussion at the EUUG meeting (read on).

Someone does think Minix is a threat, though: Richard Stallman. His at~mpt to create the public
domain system to compete with AT&T’s Unix system has been undermined by Minix. Stallman even
phoned Tanenbaum and chewed his ear off for his audacity in stepping on territory Stallman had
claimed for himself. I wish the conversation had been recorded for us all to share.*

]" Unix is a registered trademark of AT&T.
* Note added in proof, by Andy Tanenbaum: "Stallman never called me. He never even sent me e-mail. We
communicate via one of his disciples (like the Dalai Lama) because, in the words of the disciple: ’Every minute Richard
spends communicating means an additional 1 minute delay in the release of GNU.’"
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EUUG on the Boat

Onward to Helsinld, to board the M/S Mariella, a huge floating resort hotel that housed the EUUG
(European Unix User’s Group) meeting. The Mariella leaves one of I-Ielsinki or Stockholm at 18:00,
arriving at the other city at 09:00 the following morning. Why a boat? Alcohol in Scandinavia is very
expensive, and duty-free alcohol is essential to survival for some groups. These boats (there are several,
owned by competing companies) make their money fairly equally from three things: transit fares,
alcohol sold at the bars on board, and the duty-free stores on board. Once the boats leave port, the bars
open and booze is cheap. Relatively cheap. Even by hotel standards, it was not cheap in my books.

Apparently these boats are a way of life in Finland. One Finn told me that, even though the
retum fare, including a single cabin, is only about $80, the boats are a gold mine. They are busy all
year round, and have a reputation for two things: cheap alcohol and ’casual physical relationships.’

There was considerable nervousness about the arrangements, and some active objections, both by
the conference attendees and even by some of the organizers. Tanenbaum showed up in Stockholm to
give his talk in port, refusing to go to sea in a ’floating liquor store.’ The local Sun distributor in Hel-
sinki wouldn’t let any of its staff travel on the boat, for fear of tarnishing the company’s reputation.
(Do they know of Bill Joy’s Ferrari?)

I think most people were surprised by how well it worked. It was a genuine novelty, although
before long it just felt like a hotel, except you couldn’t go out for take-out food. The boatiness of the
beast was somewhat of a disappointment; I and others wanted tubes, tiny doors with wheels for handles
and lots of roll. Instead, it was just a hotel. The only fun part was when it left Helsinki, during
Dominic Dunlop’s amusing, animated talk full of clever visual jokes. When the engines started, the
slide projector began shaking, the floor began shaking, and the 6 inches or so of vibration in the image
on the screen went well with the presentation.

The Joy of Superconduction
Bill Joy gave the keynote speech, and what a speech! The title was "Workstation architecture

from 1982-1992," so I was prepared for lots of Bill’s legendary log plots. I wasn’t prepared for what he
said, though.

First he spoke about a related topic: how to make money by selling workstations in 1982-1992.
His trick is to make everyone happy by adhering to all possible protocol standards, and letting the
power-of-two-every-five-years phenomenon give you enough horsepower to do so and enough log plots
to keep your marketing speech current. Then the fun started.

Armed with the latest issues of Business Week and the Wall Street Journal, which he got in
Frankfurt airport, he lectured us about superconductors. Ignoring completely the materials science aspect
of things, he assumed that the superconductor industry would behave like the electronics industry in its
exponential ways, and claimed that given high-temperature superconductors, Josephson junctions would
finally achieve their long-promised ascendancy because their stumbling-block had been removed. He
was obviously very excited, and to be fair, it made a hell of a good keynote speech, because his
enthusiasm infected everyone.

The Mood

There’s not much to say about the technical part of the EUUG meeting, except that it didn’t quite
work. There was a lot of after-hours talk in the on-board disco and casino about what was wrong. The
consensus became roughly that most of the talks were about whether or not the Unix system was dead
as a technical subject. If that’s all you have to talk about, it’s probably time to let the three-piecers in.

One certainty is that Tanenbaum’s talk about Minix was the technical high point. It was also a
very good talk. Everyone noticed that Minix is not commercial, and that in many ways Minix looks like
the early Unix systems, not least in the availability of its source code. At universities and in the home
hacker market, Minix may be the one to watch, although commercially it will be insignificant. One
important difference, though, is that Minix will probably become more widely available -- every student
may have a private copy, instead of mere access to a university machine. That could make it develop in
interesting ways. It is sure to be the basis for a number of innovations.
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The Equipment Show
The vendor exhibition was necessarily small, because the conference section of the boat was much

smaller than the liquor section. I was interested to see an Olivetti display (with give-away corkscrews)
but no Unix Europe or AT&T display. Several book vendors were there, and Bjarne Stroustrup was
horrified to discover his C++ book selling for $80.

HP dominated the vendor show because they were making a big announcement, and wanted it to
be backed up by a big display. As far as I can tell, they never said what their big announcement was to
anyone but the press.

The Engines

I asked at the Information Desk on the Mariella if a small group of us could tour the engine room.
No trouble, so at 23:00 down we went. Fortunately, one of our group spoke Swedish m despite what is
claimed, English is not ubiquitous in Finland (more on that later).

It’s hard to describe the noise, the sheer massiveness, of engines large enough to propel a luxury
resort hotel through the Gulf of Bothnia. Here are some numbers that might help.

no. of engines: 4 V-ITs, 9000 horsepower each, 36000 hp total
bore: 400 mm
stroke: 460 mm
power: 550 kW/cyl., 747 hp/cyl.
RPM: 455 in water, 520 in ice
mass: 66 tonnes
fuel: 137 gal/hph

mass:
cylinder covers: 476 kg each
cylinder linings: 1000 kg each
pistons: 190 kg each
entire boat: 36000 tonnes

This strange mix of units is as the specifications were listed. The engines, and the entire boat, were
manufactured by the Wlfi’tsyl/~ company in Helsinki (who were working on a Russian icebreaker when
we toured Helsinki).

There are two screws 14.5 meters in diameter (or so we were told; this number contradicts the
claimed draw of the ship). Direction of thrust is controlled by changing the pitch of the screws.

The figure about ice deserves comment. Finland leads the world in icebreaker technology. The
Finnish government even defines standards for icebreakers. The Mariella is an icebreaker of the highest
degree, and runs all year round.

Everything on the ship is monitored in the control room next to the engine room, using a couple
of color displays with keyboards loaded with special function keys. All the controls are in English.

The ’user’ interface was unimpressive at best.

Two men run the engines. When the boat is docked, 09:00-18:00 every day, local time, four more
men are on board doing routine engine maintenance.

The nine-story boat draws only about six and a half meters.

We also went to the bridge. There is little to report m everything’s pretty much as you’d expect,
with computers monitoring the radar and so on (the ship was completed in 1985).

Something new to me: the stabilizers -- little wings, one on each side of the ship -- are driven
relative to a gyro. On-board navigation uses radar and off-boat navigation aids, though.
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Russian Computers in Finland

The Russians manufacture a number of computer clones that they sell in Finland, including a
PC/AT, a VAX and a PDP-11. The PDP bus is different, though, for reasons I don’t understand. But
it’s easy to deal with the different UNIBUS: you just need an adapter that inverts all the bus signals.

Two operating systems are available on the PDPs. One is the "Real Time" system that feels
surprisingly like RSX-11/M, and the other is the "General Purpose" system with a striking similarity to
the Seventh Edition Unix system (Tanenbaum beware).

One of Johan Helsingius’s’~ friends spent a little while at a university in Moscow. One day he
was stopped in the halls. "Pssst. Wanna buy a 4.2 source tape?"

The fact that the Russians have the Unix system helps Finnish companies that do business with
Russia m and many do. Finland would not normally be permitted to sell Unix software to the Russians,
but since they already have it anyway, it’s not much of an issue in turnkey systems. Finnish computer
salesmen must learn how to interpret the phrase, "does your product run on a PDP-11 under V7?"

The Russians also have a number of micros of various kinds. The Russian-manufactured 8086
still displays the Intel copyright notice if you pry open the case. Their 8085 didn’t work properly, how-
ever, until an Intel employee visiting Finland was told about the problem. He recognized that the bug
was one of the last bugs to be found during the development of the chip, and was still present in the last
preproduction mask set. He deduced that the Russians stole the wrong masks. A few months later,
Russian 8085’s worked fine.

Language
Finnish is not an Indo-European language, it’s a Finno-Ugric language. Nothing in common with

English: ’Finnish’ is ’suomi;’ ’university’ is ’yliopisto;’ ’telephone’ is ’puhelin.’ The grammar is dif-
ferent: no future tense, no prepositions, no verb ’to have.’ On the other hand, Finnish is perfectly
phonetic (spelling is easy), has perfectly regular accents (always the first syllable), has no hard-to-say
sounds and in fact relatively few sounds at all -- 14 consonants, 8 vowels. So although it’s supposed to
be hard to learn, I decided to try a little. I was told before I left that everyone in Finland speaks English
anyway; you don’t need any Finnish. I believed English might get me by in Helsinki, but I figured the
more Finnish I knew, the better I’d fare in Lappland. I was right. If nothing else, it’s important to
know the sentences, ’En puhu suomen’ (I don’t speak Finnish) and, ’Puhutekko englantia?’ (Do you
speak English?).

I did all right. In the hotels, people spoke enough English that I could get by. I only met one
hotel employee who was genuinely fluent, and that was on my last night in a hotel. Elsewhere, espe-
cially outside Helsinld, English didn’t accomplish much. I learned enough Finnish before I left, from a
book A1 Aho lent me, that I could understand menus and make myself understood from my vocabulary
of a couple of hundred Finnish words, some rudimentary grammar, and a childhood fluency in grunts
and gestures. I3y the end of the trip, I was getting by fairly well, particularly in restaurants. I nego-
tiated most of my meals with no English, which is not to say I spoke perfect Finnish.

Finnish is such a non-European language that no foreigner learns it. The Finns aren’t accustomed
to hearing Finnish spoken badly, with a foreign accent. But they appreciate people trying, and beam
from ear to ear when people do try. Rather than responding in English (if they could), they respond in
slow simple Finnish. One restaurant owner was so impressed he refused to let Peter Langston, Ed
Gould and myself pay for our Ranskaleiset (French fries). It was fun, and because I saw Finnish
exclusively and heard Finnish almost exclusively (there was some English and Swedish and Russian on
TV), it was starting to click into place after a couple of weeks, the way German did when I lived in
Switzerland. I had to try harder to learn Finnish, though, no question about it.

I should mention that Finland is officially bilingual, the other language being Swedish, which is
spoken as the first language by about 6% of the country, maybe 10% around Helsinki. This situation

~" Johan was the conference organizer, and is a great guy to have around. Unfortunately, he’s spending the next year in
the Finnish army.
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arose because the Swedes benevolently occupied Finland for a few hundred years, somewhat like the
Normans in England. The Swedish-speaking population feels genuinely Finnish, though, not Swedish.

Television
In the north, the choice of channels goes down. Interestingly, the BBC, which is available in most

of north-western Europe, is replaced by a Moscow channel in Lappland. The Sky channel, an English-
language all-Europe channel, was everywhere. One night I had a choice between some Finnish docu-
mentary, a horrifically tasteless army brass band performing waltzes in a Moscow concert hall, and Hulk
Hogan defending his wrestling title in Dayton on the Sky channel.

I began to see why people didn’t pick up English from the TV.

Food
Russian food is the ethnic style to try in Helsinki. Other than that, things are pretty dull. The last

night of the conference (only the technical sessions were on the boat; the tutorials were held on the
Monday and Friday straddling the boat trip) I asked a hotel employee to recommend a restaurant. She
recommended Suomelainen Ravintola, literally, Finnish Restaurant. It’s the only one in Helsinki, prob-
ably the only one in Finland. Johan was hol~fied, but admitted he’d never been there so we forced him
to come along.

He was glad he did.
The phrase ’Finnish cuisine’ is interpreted to mean northern Finnish, with the characteristic ele-

ments such as reindeer and arctic cloudberry taken from Lappland. I won’t attempt a food review here,
but will mention a couple of surprises. The first was smoked elk meat, eaten raw, that dissolved super-
bly in the mouth (I had similar things at hotels in Lappland m they mostly offer ’Lappi a la carte’ m
but it was never as good as at Suomelainen Ravintola). The second were these arctic cloudberries,
bright orange and tart, used mostly as a meat garnish, but in some desserts. Their flavor was unusual,
but they were ubiquitous, and would probably get dull after a while.

Of course, if there’s only one Finnish restaurant, you have to find other places to eat on the road.
Hotel food varied from mediocre to O.K., but was always expensive. The answer is to eat at a roadside
’grilli.’ They’re basically burger stands, but the cheeseburgers (hampurilainen juutosta) were very good,
uniformly better than you could expect here. The french fries (ranskaleiset, or ranskasomething perunat)
were good, too, if you spoke enough Finnish to prevent them being drowned in relish (kuukosomething
salaati) and ketchup. My Finnish was just good enough, and my gestures helped.

The Finns drink a lot of coffee. More on that in a moment.

Architecture
One of the reasons I wanted to visit Finland was the architecture there. It’s a long story, but per-

mit me to tell a compressed version. Finland has produced a number of great architects -- IBM York-
town and Holmdel were designed by one of them, Saarinen (Junior) m but one architect that worked
almost exclusively in Finland, and central Finland at that, and who is regarded reverently by the Finns.
His face appears on the new fifty-mark notes. His name is Alvar Aalto. My interest in architecture can
be traced entirely to a retrospective of his at the New York Museum of Modern Art a few years ago,
and he designed an astonishingly large fraction of Finland.

Some towns, such as Otaniemi (where the tutorials were held) and Jyv/tskyl~t, have almost all the
major buildings done by Aalto. There is much to say about Aalto’s style, and I am hardly the person to
do him justice, but I took some of the EUUG attendees on an architectural tour of Otaniemi and they
agreed with me that his work was special. Although his buildings are not particularly exciting from the
outside, his interior spaces are amazing, open, full of light and inviting. He also designed beautiful,
simple, functional and very comfortable furniture.

Even the buildings Aalto didn’t design are interesting. The northern part of the country was
almost literally burnt to the ground by the retreating Germans at the end of the Second World War, and
a massive reconstruction program began to house the displaced inhabitants. With materials scarce, it
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was not feasible to build many single dwellings, so the towns are full of apartments and town houses,
which sounds awful. But they are very successful, blending with the landscape and not at all obtrusive
to the eye. Aalto’s influence (he came to prominence in the 1920’s and worked until he died, in 1976)
is evident everywhere; his use of light and space and wood dominates the style of buildings. The hotel
rooms, for instance, are spare but airy, bright and cozy. Without implying any stylistic similarity, the
Finnish buildings reminded me of the Japanese control of space.

The Last 24 Hours
My last day in Finland was remarkable enough to be recorded chronologically. I had driven from

Inari the day before, through Pelkosenniemi where the army was trying to clear the ice floes from the
streets where they had floated when the army dynamited the ice dam in the river, and spent the night at
a hotel/hotel school in Rovaniemi. I spent the day in Rovaniemi, mostly at the Aalto-designed library,
and in the evening drove to the train station.

The Finns have a great idea in trains: an overnight sleeper train runs between Helsinki and
Rovaniemi, and for about $100 you get a bunk, breakfast and a place on the train for your car. So you
go to sleep at one end of the country and wake up at the other end with your automobile, for not much
more than the cost of a hotel room for a night.

My companion in the sleeper compartment was a Lapp, whose native language is Saami, but who
spoke Finnish and, of course, Swedish. Nonetheless, we had a great time for a couple of hours passing
my Berlitz back and forth. You really can have a conversation that way.

The next morning, in Helsinki, I tried to find the Artek store. Artek is the furniture company
founded by Alvar Aalto, and their store is right the in the heart of the Helsinki shopping district. I
found a building labeled Artek, but the store there looked like a Marimekko. So I tried another entrance
and found a pair of elevators and a building directory: Artek, 8th floor. Up I went.

There was a receptionist, so I asked her, "Puhutekko englantia?" She panicked, and took me to
the back to look for someone else. Sure enough, we found some English speakers: two architects in a
studio with beautiful skylights. I explained that I was looking for the Artek store, and that I was an
architectural pilgrim and a fan of Aalto. They were delighted. They gave me a catalog and the name of
an American distributor of Artek furniture, and gave me the grand tour. Martti (I have, ashamedly, for-
gotten his last name) was in the process of designing furniture while I was there, but took time out to
show me around and explain some things. Of course, the building itself was designed by Aalto (hence
the skylights). Martti was young and enthusiastic, and took me to the ground floor and showed me the
Artek store. It was, indeed, hidden somewhat. First, though, he showed me Galleria Artek, which was
displaying some work by ’Carpenter Karl Virtanen.’ These were new pieces of furniture, hand made
and insanely expensive, but simply beautiful, and beautifully simple. They were made of birch, nothing
else, with all hidden-joint construction and imaginative laminations. For example, the front doors of one
cabinet were laminated with the strips running vertically, about 3mm wide, with colored glue, so the
doors looked like they were vertically ruled.

The Artek showroom, at last, had all the Aalto furniture there for me to try out. Even better,
though, Martti explained the innovations in the various pieces, and gave me a personal lecture on
modern Scandinavian furniture design. I was not surprised, but I was dismayed, to learn that Finnish
furniture is remarkably inexpensive in Finland. It’s not here.

Next, to the airport, where I spent half an hour finding where to leave my well-driven 1.1 litre
Ford Fiesta. On the flight to Amsterdam I sat beside a Dutch gentleman.

"Are you a Dutchman?" he asked me, in English.

"No," I said, "I’m Canadian."
"Then we can talk in English." And we did. He was in the lumber business, and spent a lot of

time in Finland. His language of commerce was Swedish. About this time the stewardess came by with
drinks.

"Would you like some coffee?" she asked him, in English.
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"No, thanks. Coffee, coffee, coffee, I’m sick of coffee. I spend all day driving from sawmill to
sawmill and every time I stop it’s coffee, coffee, coffee. I am full of coffee."

The stewardess was taken aback.
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Call for Papers
POSIX Portability Workshop

Berkeley Marina Marriott
October 22-23, 1987

This USENIX workshop will bring together system and application implementors faced
with the problems, "challenges," and other considerations that arise from attempting to
make their products compliant with IEEE Standard 1003.

The first day of the workshop will consist of presentations of brief position papers
describing experiences, dilemmas, and solutions. On the second day it is planned to form
smaller focus groups to brainstorm additional solutions, dig deeper into specific areas, and
attempt to forge common approaches to some of the dilemmas.

Suggestions for topic areas and position papers include:

C Language Issues
Networked/Distributed Implementations
Timer resolution, ranges
Conformance verification
Job control, process groups
Implications for user interfaces

Internationalization
Pipes and FIFOs
Signals
Security concerns
Limits: documentation and inquiry
Implications for commands

Position papers must be submitted by August 15, 1987 to:

Jim McGinniss
Digital Equipment Corporation

Continental Boulevard MK02- I/HIO
Merrimack, NH 03054

(603) 884-5703
decvax!jmcg

jmcg@decvax.DEC.COM

For registration or hotel information, contact:

Judith F. DesHarnais
USENIX Conference Coordinator
PO Box 385
Sunset Beach, CA 90742

(213) 592-3243
usenix!judy
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Call for Papers
Winter 1988 USENIX Conference

Dallas, Texas
February 9-12, 1988

Please consider submitting an abstract for your paper to be presented at the Winter
1988 USENIX conference. Abstracts should be around 250-750 words long and should
emphasize what is new and interesting about the work. The final typeset paper should be 8-
12 pages long.

The Winter conference will be four days long: two days of tutorials only and two days
of papers only.

Suggested topic areas for this conference include (but are not limited to):
Electronic Publishing
Novel Kernels
New Software Tools
New Applications
System Administration

(including distributed systems and integrated environments)
Security in UNIX
Future Trends in UNIX

This conference may include a "miscellaneous" session which will include those papers
which normally do not fit into normal tracks. Vendor presentations should contain techni-
cal information and be of interest to the general community.

Abstracts are due by October 23, 1987; papers absolutely must be submitted by January
4, 1988. Notifications of acceptance of abstracts will be sent out by November 6. Papers
that do not meet the .promise of their abstract will be rejected. Talks will be given on all
papers published in the Proceedings; failure to submit a paper for an abstract will result in
forfeiture of the talk.

Please contact the program chairman for additional information:
Rob Kolstad
CONVEX Computer Corporation
701 Plano Road
Richardson, TX 75081
214-952-0351 (W)
214-690-1297 (H)
214-952-0560 (FAX)
( usenix,ihnp4,uiucdcs,allegra,sun ) ! convex ! kolstad

Please include your network address (if available) with all correspondence. It should be an
ARPANET (EDUNET, COMNET), BITNET, or CSNET address or a UUCP address relative to a
well-known host (e.g., mcvax, ucbvax, decvax, or, ihnp4).
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Call for Papers
Summer 1988 USENIX Conference

San Francisco

June 20-24, 1988

Papers in all areas of UNiX-related research and development are solicited for formal
review for the technical program of the 1988 Summer USENIX Conference. Accepted
papers will be presented during the three days of technical sessions at the conference and
published in the conference proceedings. The technical program is considered the leading
forum for the presentation of new developments in work related to or based on the UNIX
operating system.

Appropriate topics for technical presentations
¯ Kernel enhancements ¯
¯ UNIX on new hardware *
¯ User interfaces ¯
¯ UNIX system management ~
¯ The internationalization of UNIX ¯

include, but are not limited to:
Performance analysis and tuning
Standardization efforts
UNIX in new application environments
Security
Software management

All submissions should contain new and interesting work. Unlike previous technical
programs for USENIX conferences, the San Francisco conference is requiring the submission
of full papers rather than extended abstracts. Further, a tight review and production cycle
will not allow time for rewrite and re-review. (Time is, however, scheduled for authors of
accepted papers to perform minor revisions.) Acceptance or rejection of a paper will be
based solely on the work as submitted.

To be considered for the. conference, a paper should include an abstract of 100 to 300
words, a discussion of how the reported results relate to other work, illustrative figures, and
citations to relevant literature. The paper should present sufficient detail of the work plus
appropriate background or references to enable the reviewers to perform a fair comparison
with other work submitted for the conference. Full papers should be 8-12 single spaced
typeset pages, which corresponds to roughly 20 double spaced, unformatted, typed pages.
Format requirements will be described separately from this call. All final papers must be
submitted in a format suitable for camera-ready copy. For authors who do not have access
to a suitable output device, facilities will be provided.

Four copies of each submitted paper should be received by February 19, 1988; this is an
absolute deadline. Papers not received by this date will not be reviewed. Papers which
clearly do not meet USENIX’s standards for applicability, originality, completeness, or page
length may be rejected without review. Acceptance notification will be by April 4, 1988, and
final camera-ready papers will be due by April 25, 1988.

Send technical program submissions to:
Sam Leffler
SF-USENIX Technical Program
PIXAR
P.O. Box 13719
San Rafael, CA 94913-3719
415-499-3600
ucbvax!sfusenix
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Computer Graphics Workshop

Boston Marriott Cambridge
Cambridge, MA

October 8-9, 1987

The Fourth USENIX Computer Graphics Workshop will be held at the Boston Marriott
Cambridge in Cambridge, MA, October 8 and 9, 1987, with a no-host reception on the even-
ing of October 7.

Registration will be $200 per attendee and must be paid in advance. There will be no
on-site registration.

There is a special hotel rate for workshop attendees of $115 per night, single or double.
Call the Marriott direct for reservations: 617-494-6600. Be sure to mention that you are a
USENIX Workshop attendee. The Marriott has a strict cut-off of September 16 for its spe-
cial rate. Reservations made after that date will be on a space and rate available basis.

Partial Program
The BRL CAD Package- Michael John Muuss & Phillip Dykstra (BRL)
REMRT - A Network Distributed and Parallel Ray-Tracer- Michael John Muuss (BRL)
The Definition and Ray-tracing of B-Spline Objects in a Combinatorial Solid Geometry

Modeling System - Paul R. Stay (BRL)
More Music Software for UNIX - Michael Hawley (MIT)
Dynamics for Everyone- Jane Wilhelms (UCSC)
Distributed Computation for Computer Animation - John W. Peterson (Utah)
It’s all done with Smoke and Mirrors - The Face Saver Project-

David Yost & Lou Katz (Consultants)
Paint Systems and Images of Arbitrary Size and Shape -

Ken Knowlton & Lou Katz (Consultants)
Hairy Brushes - Steve Strassman (MIT)

For further program information, contact:
Tom Duff at research!td or Lou Katz at ucbvax!lou.

For registration information, contact:
Judith F. DesHarnais
USENIX Conference Office
P.O. Box 385
Sunset Beach, CA 90742
(213) 592-3243
usenix!judy

NOTE: Make your hotel reservations on or before September 16!
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Multiple Programs in One UNIX Process

Don Libes
National Bureau of Standards

Bldg 220, Rm A-127
Gaithersburg, MD 20899

(301) 975-3535
(seismo,umcp-cs)!nbs-amrfllibes

ABSTRACT

A small operating system (XINU) was ported to UNIX 4.2BSD. The entire operating
system runs as a single UNIX process. The code is approximately 1000 lines of C (including
comments) and 6 lines of assembler.

All of the code is user-level, and thus presents a system easy to examine, understand,
and experiment with further.

The code has been used as a base for an application of several cooperating processes
communicating through global variables. Alternatively, the system provides semaphores and
messages for interprocess communication.

Background- Why Did We Need This?
This project fell out of a recent porting effort at NBS. The original desire was to move an appli-

cation from a non-UNIX computer to a UNIX computer. The non-UNIX computer ran a simple
home-brewed operating system the details of which are unimportant except that it provided
interprocess communication through global variables. While 4.2 promised shared memory, it failed
to deliver on this. (This has since been remedied by [Libes 85].) To quote from the manual page for
mmap(2) [Joy 83]:

DESCRIPTION
N.B.: This call is not completely implemented in 4.2.

Taking the cryptic advice, we decided that it might be possible to port the entire operating
system and application as a single UNIX process.

This proved to be possible with the help of several recent enhancements of 4.2 UNIX including
sub-second interval timers and non-blocking I/O. Our first implementation did not require separate
process stacks, and we realized that by adding them, we would have a tool of much more generality.
Before proceeding much further, we quickly realized the similarity to XINU as presented by [Comer
84]. (Other approaches are discussed by [Kepecs 85] and [Tevanian 87].)

XINU

In Operating System Design, The XINU Approach Douglas Comer presents a layered and
modular operating system. In contrast to other operating system texts which compare and contrast a
variety of algorithms for typically only the most interesting tasks in an operating system, Comer
chooses one technique for each problem, usually the most straightforward one or that leading to the
simplest presentation. (Alternatives are often proposed in the exercises at the end of each chapter.)

The book is further unique in discussing every last aspect of a single implementation. This
implementation is XINU. The entire source of XINU is in the text, including the machine dependent
code for running XINU on a Digital Equipment Corporation LSI 11/2 (a microcomputer version of
the PDP 11).

AUUGN 33 Vol 8 No 3-4



;login:

Based on Comer’s unusually well-written text, we felt that it might be possible to bring up XINU
on top of UNIX. Such a system would be able to provide the concurrency and shared variables that
our original application needed, and at the same time be immediately useful to others, since it was
already well-documented.

In fact, it was not hard. Our task was much easier than Comer’s in that we had a complete set
of device drivers already. This included a file system and terminal interface. We also did not have to
worry (much) about operating system startup and C start up.

It took approximately 3 hours to type in the necessary parts of XINU. This included process
management and utilities for fifo and priority queues. Our initial version of XINU did not use a
real-time clock. Processes had to explicitly give up control (through calls to wait, sleep, etc). Dur-
ing that time, it was possible to use setjmp/tongjmp to switch between processes.
set jmp/longjump saves/restores the registers including the pc (program counter) and sp (stack
pointer), and also the signal mask (used as an interrupt mask).

Process Rescheduling- reschedO

XINU processes call resched (via wait, sleep, etc) to give up control temporarily of the
processor to a ready process. Here is the code fragment where an old process gives control to a new
process.

/* _resched.c - reschedule and context switch processes
_resched() {

)* old process is running */
if (0 == setjmp(optr->pregs))
/* new process resumes here */

longjmp(nptr->pregs,1);

Each process has a structure describing its state whenever the process is not currently executing
(analogous to the _u structure in the UNIX kernel). In the above code fragment, nptr points to the
new process to begin executing, optr points to the old process that is going to be suspended. The
field pregs is the register save area. All that is necessary to switch processes is to save the current
register values in optr, and restore the old register values in nptr.

setjmp saves most of the registers including the pc and sp. However, it does not save the
condition codes. This is because set jmp and t ongjmp are never immediately followed by a test of
the condition codes.

Using the 4.2BSD interval timer, we added a real-time clock. The real-time clock could
interrupt computations anywhere, including the case where the conditions code had been set but not
tested. At this point, it became necessary to do context switches ourselves. That required a small
number of assembler statements.

The ~llowing amended version of resched (Nr an MC68000) can be called ~om interrupt
handlers as well as user processes.

/* _resched.c - reschedule and context switch processes */
/* Since we can’t pass parameters to rte from resched, we use these */
/* variables that are global to both routines. */
static int *new_sp; /* new stack pointer register to be loaded */
static int (*new_pc)(); /* new program counter register to be loaded
static int new_signal_mask; /* new signal mask to be loaded */
void _resched()
{

register struct pentry *optr;    /* pointer to old process entry */
register struct pentry *nptr;    /* pointer to new process entry */
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/* no switch needed if current process priority higher than next */
if (((optr = &_proctab[_currpid])->pstate == PRCURR) &&

(lastkey(_rdytail)<optr->pprio))
return;

/* if the old process was still runnable, mark READY */
if (optr->pstate == PRCURR) {

optr->pstate = PRREADY;
_insert(_currpid,_rdyhead,optr->pprio);

}
/* remove highest priority process at end of ready list */
nptr = &_proctab[(_currpid = _getlast(_rdytail))];
nptr->pstate = PRCURR;    /* mark it currently running */

#ifdef RTCLOCK
/* schedule an interrupt for the end of a quantum or the next event */
/* in the sleep queue, whichever is sooner */
_start_itimer((_slnempty && (*_sltop < QUANTUM))?*_sltop:QUANTUM);

#endif
/* ctxsw(optr->pregs,nptr->pregs);*/
/* at this point, optr->pregs == a5@, nptr->pregs = a4@ */

/* save all registers in optr->pregs */
asm("moveml #Oxffff,a5@");              /* save all the registers */
asm("movl    #OLDPROC,a5@(64)");/* change pc and save it */
optr->signal_mask = sigblock(O);/* save old interrupt reg */

/* we have completed putting the old process to bed */
/* now restart the new process */

/* prepare pc, sp and interrupt mask for rte() to use */
new_sp = nptr->sp; /* movl a4@(60),_new_sp */
new_pc = nptr->pc; /* movl a4@(64),_new_pc */
new_signal_mask = nptr->signal_mask;
/* load rest of registers directly except for a7 (sp) */
asm("moveml a4@,#Oxfff"); /*                   restore dO-d7,aO-a3 */
asm("moveml a4@(52),#Ox6000"); /* restore a5-a6 */
asm("movl a4@(48),a4"); /* restore a4 */

kill(getpid(),RTE);
fprintf(stderr,"resched: kill(,RTE) returned?O);

/* old process returns here */
asm("OLDPROC:");
}

Notice thatthe scheduler here is very simplistic. Highest priority processes are selected round-
robin. (More complex schedulers might use per-process quantums as well as reassigning priorities.)

/* if the old process was still runnable, mark READY */
if (optr->pstate == PRCURR) {

optr->pstate = PRREADY;
_insert(_currpid,_rdyhead,optr->pprio);

}

/* remove highest priority process at end of ready list */
nptr = &_proctab[(_currpid = _getlast(_rdytail))];

An interval timer is then scheduledto occur at the end of the next quantum or ~r the first
scheduled sleeping process, whicheverissooner.

/* schedule an interrupt for the end of a quantum or the next event */
/* in the sleep queue, whichever is sooner */
_start_itimer((_slncmpty && (*_sltop < QUANTUM))?*_sltop:QUANTUM);

The real-time clock is simulated using the 4.2 interval timer. Rather than generating constant
interval clock ticks, the interval timer is only set for known events (i.e. quanta and sleeping
processes). This reduces the number of clock interrupts significantly.
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Context Switching - rteO

Comer describes (p. 59) the LSI instruction rtt (return from trap) which reloads the pc and ps
(processor status register) at the same time. We have a similar problem, although rather than reload-
ing the ps, we want to reload the signal mask, sc_mask. The solution is to artificially provoke a sig-
nal (via k i t l) which at termination executes a rte (return from exception). This is the 68000’s ana-
log to the 11/2’s r t t.

/* rte() - indirectly execute 68K rte (return from exception) instruction */
/* Always called from resched(). This routine is necessary to load the */
/* signal mask at the same time as we load the new pc and sp. */
/* setjmp/longjmp is unusable as it doesn’t save/restore all the registers. */

/* ARGSUSED */
static void rte(sig,code,scp)
int sig;
int code;
struct sigcontext *scp;

scp->sc_sp = (int)new_sp;
scp->sc_pc = (int)new_pc;
scp->sc_mask = new_signal_mask;

/* No need to reload ps, as no one looks at it anyway, upon return. */

A Simple Example

We wanttwo XINU processes to execute simultaneously, one continuously printing "l", and the
other continuously printing"2". To do it, we create two subroutines as ~llows:

prog1()
{ ¯

for (;;) printf("1");
}
prog2()

for (;;) printf("2");

The following subroutineis allthatis necessary to run them.
user_main()
{

xresume(xcreate(progl,2OOO,20,"prog1",O));
xresume(xcreate(prog2,2OOO,20,"prog2",O));

}

Compiling this together with the XINU support routines and running the executable produces the
following output:

1111122222111112222211111222221111122222 ....

xcreate takes a subroutine and creates a runnable (XINU) process, returning a process id. Pass-
ing the process id to xresume allows the process to run. The remaining parameters to xcreate are
the stack size, a process priority, a tag for debugging, and a number and list of arguments passed to
the process when started. Further information can be found in Comer’s book.

Miscellaneous But Important Implementation Notes

The entire project took approximately two person-weeks. This included typing in the source,
learning the necessary amount of both LSI 11/2 assembler (Comer’s original) and a mongrel
68K/UNIX assembler provided by the vendor of our 4.2 system. Lastly, we had to figure out the
undocumented C calling conventions for the 4.2 C compiler (very similar to what Comer discusses) as
well as experiment with the undocumented asm statement in our C compiler.
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Although we have no references on it, asm is a keyword in (apparently) many C compilers
which allows the user to drop assembler statements into the C compiler’s assembler output. For
example,

foo();
asm("jsr bar"); /* bar(); */

calls bar after calling foo. The next logical step doesn’t work,
spr intf (asm_buffer," j sr %s","bar") ;
asm(asm_buffer) ;

evokes the error syntax error at or near "asm_buffer" from the 4.2 C compiler. You should try this on
your particular C compiler.

4.2 XINU System Calls

The supported system calls are:

xsend0
xreceive0
xrecvclr0
xresume0
xsuspend0
xkill0
xcreate0
xgetpid0
xgetprio0
xchprio0
xwait0
xsignal0
xscreate0
xsdelete0
xsleep0
xmsleep0

send a message to another process
wait for a message and return it
clear messages, returning waiting message (if any)
unsuspend a process, making it ready
suspend a process, placing it in hibernation
kill a process and remove it from the system
create a process to start running a new procedure
get the process id of currently executing process
return the scheduling priority of a given process
change the scheduling priority of a process
make current process wait on a semaphore
signal a semaphore, releasing one waiting process
create and initialize a semaphore, returning its id
delete a semaphore by releasing its table entry
put a process to sleep for this many seconds
put a process to sleep for this many milliseconds

For complete documentation on the system calls, see Comer’s text. Most of the supported
system calls function exactly as described in the book. The only changes were to provide a
millisecond timer rather than a tenth of a second timer, and all XINU system calls are prefaced with
’x’ (for XINU) to avoid clashes with UNIX calls.

All internal procedures and variables that are global have been prefaced with an underscore to
avoid conflicting with application names. For example, _resched.

The system is configurable and can be recompiled without any combination of the following
optional services:

realtime clock
semaphores
messages

These and other typical configuration changes are isolated in _conf. h.

The smallest 4.2 XINU system comes with only 5 system calls:

xcreate0
xresume0
xsuspend0
xkill0
xgetpid0

and is actually quite useful.
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Other Minor Differences Between Corner’s XINU and 4.2 XINU

Comer’s XINU is based on the LSI 11/2. 4.2 XINU is based on 4.2BgD UNIX. The source is
almost entirely in C, and makes few assumptions about the underlying machine. Much of the code
ports without changes. Besides the differences mentioned elsewhere in this paper, the other primary
differences are the size of the registers and interrupt handling.

The LSI is 16-bit while 4.2 is char" *Occasional assumptions are necessarily made,
unfortunately.

Interrupts in the UNIX appear as software signals. Thus, disabling interrupts is done with the
4.2 signal support routines.

If you intend to write your own system calls, you must allocate an int to store the old interrupt
mask rather than a char. For example, d isabte(ps) is used°to disable interrupts while storing the
old processor status in ps. Corner’s definition of disable is:

/* disable interrupts - LSI 11/2 */
#define disable(ps)           asm("mfps ~ps"); asm("mtps $0340")

while for 4.2 XINU, it is
/* disable interrupts - 4.2BSD software interval timer */
#define disable(oldmask)    oldmask = s’igblock(1<<(SIGALRM-1))

Here, onlY the quantum timer interrupt is blocked. You may find that other signals should be
blocked, however not all should (e.g. $IGTSTP should probably not be trapped).

Using UNIX System Calls From XINU

All UNIX system calls and many library calls should be made with some thought as to their
consequences, e×ec, for example, will completely overlay the entire XINU application and system.
Where functionality is duplicated by UNIX, it is generally better to use XINU’s calls. For example, if
a process wants to go to sleep, calling the UNIX steep will stall the entire XINU system until the
next interval timer occurs. If the process calls xsteqp (the XINU equivalent) the current process is
put on a queue waiting for thee clock, and another XINU process is given control of the cpu.

We have not reimplemented I/O, since we were able to use UNIX I/O without change, however
the default behavior of UNIX I/O is to block, leading to a similar problem as sleep (i.e. block until
operation complete or until quantum expires).

Note that 4.2 system calls restart automatically upon interrupts. This allows programs to run
without having to explicitly handle the quantum interrupt.

If this "blocking until quantum" behavior is undesirable, it is possible to use non-blocking I/O,
either directly, or through a generalized interface leading to a second set of I/O system calls. Future
work in this direction would be very useful.

Using UNIX Library Calls From XINU

Many UNIX library calls are nonreentrant, and do not protect themselves against this. This
means that they use static variables which are common from one call to the next. If two processes
make the same nonreentrant library call at the same time, it is likely that the routines will misbehave.

Using reentrant versions of libraries is the best solution. Alternatively, one can embed (or
surround, if you don’t have the source) semaphores in the library calls (provided by XINU), one per
common data structure (such as _i oh which is shared with all the routines that are part of the
standard I/O library).

XINU system calls are protected against reentrancy problems by disabling timer interrupts.
Since mat loc and free are used for XINU memory management, you should disable timer interrupts
or set up a semaphore for access to the ma l l oc data structures when doing memory management.
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Conclusion

We have ported an operating system to the UNIX environment by emulating the environment of
a microprocessor in a single UNIX process. We now have a tool that is capable of simulating any set
of cooperating realotime processes.

The applications have the ability to access all the power of UNIX, simply because the emulator
runs as normal user code on a 4.2BSD system. Because all the XINU processes run in one UNIX
process, it is especially easy to debug multiple programs with one debugger.

Perhaps the nicest benefit of this work, has been the ability to write processes that etficiently
share data structures, at the expense of using distinct global names. This has long been a missing
feature of UNIX.
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tar vs. cpio

The following memorandum was delivered at the June meeting of the P1003 committee in Seat-
tle by John S. Quarterman, USENIX Institutional Representative to the Committee. I feel its content
is of great importance to the membership and have reproduced it here with John’s consent. The final
note is a consequence of the June meeting. - PHS

Secretary, IEEE Standards Board
Attention: P1003 Working Group
345 East 47th St.
New York, NY 10017

In both the Trial Use Standard and the
current Draft 10, POSIX §10.1 describes a data
interchange format based on the tar program.
That section has appeared in every draft of
IEEE 1003.1 in some form and has always
been based on tar format. The P1003.1 Work-
ing Group has recently received two related
proposals regarding that section: one to add
cpio format (including old-style, non-ASCII

(non c option) format); [N.048 Lorraine C.
Kevra] [VI INI4] [VI IN25 Eric S. Raymond]
the other to replace the existing tar-based
format with cpio format. [N.043 X/OPEN]
[V11N13] Some clarifications were received to
the former. [N.064 Dominic Dunlop]
[VI I NI 5] It was also proposed verbally in the
latest Working Group meeting to drop §10.1
altogether and let P1003.2 handle the issue.
[VIIN08] [VllNII] [VI1N09 Guy Harris]
[V 11N 12 Doug Gwyn]

The present note is a response to those
proposals. Much of the detail in it is derived
from articles posted in the USENET newsgroup
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comp.std.unix. Those articles are referenced
with this format: [VI IN09 Guy Harris] which
gives the volume (always 11) and number of
the article, and the name of the submittor. If
no submittor name is given, the posting was
by the moderator, John S. Quarterman.
Thanks to those who submitted articles. How-
ever, the content of this note is solely the
responsibility of the author.

This note is addressed to P I003.1, and is
concerned with data interchange formats.
Although user interface issues may be of
interest to P1003.2, they are not addressed
here.

There are a number of problems with both
cpio formats. First, those related to the non-
ASCII format:

1. Numerous parameters, including inode
numbers, mode bits, and user and group IDs,
are kept in two-byte binary integers. This has
historically produced serious byte-order
problems when data is moved among systems
with different byte orders. [VllN09 Guy
Harris]

2. The byt.e-swapping and word-swapping
options to the cpio program are inadequate
patches; with an ASCII format the problem
would not be present. The options are not
consistent across versions of the program: in
System III, data blocks and file names are byte
swapped; in System V, only data blocks are
byte swapped. [V 11N09 Guy Harris]
[V 11 N47 Andrew Tannenbaum]
"3. The two-byte integer format limits the

range of inode numbers to 0..65535. Many
current file systems are bigger than that.
[VIIN37 Paul Eggert] [VI1N39 Henry
Spencer]

Non-ASCII cpio format is clearly not port-
able and should not even be considered for
standardization. [V11N 12 Doug Gwyn]

There are several problems that occur even
with the ASCII cpio format:

1. Many implementations of cpio only look
at the lower 16 (or even 15) bits of the inode
number, even in ASCII format. [VI. IN39
Henry Spencer] This is because the variable
that is used to contain the value is declared to
be unsigned short, just as in binary format.
Thus, even though ASCII cpio format only

constrains this number to the range 0..262143,
the format is still less than portable. [VI IN37
Paul Eggert]

2. The proposed cpio ASCII format as
specified, [N.048 Lorraine C. Kevra] [V 11N 14]
is not portable because the proposal assumes
that sizeof(int) == sizeof(tong). [N.064
Dominic Dunlop] [V 11N 15]

3. The file type is written in a numerical
format, making it UNIX specific rather than
POSIX specific, since POSIX (and tar) specifies
symbolic, rather than numerical, values for file
types. [V11N09 Guy Harris]

4. Hard links are not handled well, since
cpio format does not directly record that two
files are linked. If two files that are linked are
written in cpio format, two copies will be
written. The cpio program detects duplicate
files by matching pairs of (h_dev, h_ino) and
producing links, but that is done after the fact.
[VIlN09 Guy Harris] [VllN45 Guy Harris]
[VI IN54 Ian Donaldson] (There is a program,
afio, that handles cpio format more efficiently
in this and other cases than the licensed ver-
sions of the program.) [VIIN21 Chuck
Forsberg]

5. Symbolic links are not handled at all, and
no type value is reserved for them. This
makes cpio useless on a large class of historical
implementations (those based on 4.2BSD or its
file system) for one of the main purposes of
POSIX §10.1: archiving files for later retrieval
and use on the same system. Although it is
possible to extend cpio to handle symbolic
links, and at least one vendor has done this,
[V11N45 Guy Harris] the format proposed to
P1003.1 is the format in the SVID, and does
not handle symbolic links.

6. The cpio format is less common than tar
format: there are few historical implementa-
tions from Version 7 on that do not have tar;
there are many that do not have cpio.
[VllN09 Guy Harris] [VIINI0 Charles
Hedrick] [V11N24 Jim Cottrell] It is true that
cpio (non-ASCII format) was invented before
tar, [VI IN22 Joseph S. D. Yao] apparently in
PWB System 1.0. [VIIN26 Joseph S. D.
Yao] The cpio program was first available out-
side AT&T with PWB/UNIX 1.0, [VI 1N45
Guy Harris] [V1 IN63 Joseph S. D. Yao] and
later with System III. However, in the
interim, Version 7, which did not include cpio
[V1 IN53 Bill Jones] [VI IN62 Guy Harris] but
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did include tar, became the most influential
system. There was a V7 addendum tape, but
it also did not include cpio (according to its
README file); [VllN65 Rick Adams] the
addendum tape was in tar format. Also, it
appears that the cpio format of PWB was not
the same as that of System III. [VI1N39
Henry Spencer] And System III and all
releases of System V include tar. [VI1N26
Joseph S. D. Yao] [VI IN63 Joseph S. D. Yao]
[VIIN45 Guy Harris] [VI1N47 Andrew
Tannenbaum]

7. It is very late in the process to propose
that P I003.1 adopt cpio format now, espe-
cially considering that it was originally
proposed to and rejected by the /usr/group
committee before P1003.1 was even formed.
[VI IN39 Henry Spencer]

Advantages of cpio format include:

1. Both X/OPEN [N.043 X/OPEN] [VI1N13]
and the SVID [N.048 Lorraine C. Kevra]
[Vl INl4] use it, although evidently defined
somewhat differently. [N.064 Dominic
Dunlop] [V 11N 15]

2. Archives made in cpio format are often
smaller than ones in tar format. [VllN44
Mark Horton] But this is only because of the
headers, and thus the effect diminishes with
larger files.

3. On a local (non-networked) system, cpio is
more efficient at copying directory trees than
tar. [V l IN46 Steve Blasingame] HOwever,
this is really an implementation issue.

There are several advantages to the current
tar-based format as specified in §10.1:

1. There are no byte- or word-swapping
issues caused by the format, since all the
header values are ASCII byte streams.
[V 11N 17 John Gilmore]

2. There are no inode numbers recorded, and
file types are kept in Symbolic form, so the
format is less implementation-specific than
cpio format. [VI IN 17 John Gilmore]

3. Historical tar format is the most widely
used, as discussed in 6. above, despite
apparent assertions to the contrary. [N.043
X/OPEN] [V11NI3]

4. The format specified in §10.1 is upward-
compatible with tar format. Old tar archives

can be extracted by a program that imple-
ments §10.1. Archives using some of the
extensions of §I0.1 can be extracted with old
(Version 7) tar programs, although symbolic
links will not be extracted and contiguous files
will not be handled properly (cpio does not
handle these capabilities at all). Files with
very long names will not be handled properly
(cpio does no better at this). All tar imple-
mentations are compatible to this extent.
[V 11N 17 John Gilmore]
5. The /usr/group working group and

P1003.1 have already done the work [P.061]
[M.019 5.1.121 Pg.13] [RFC.003 #121] [P.038]
[P.006] required to add optional extensions
(such as symbolic links, long file names,
IV11N49 Jerry Schwarz] [VI IN50 Michael
MacDonald] and contiguous files) j that are
needed on many historical implementations
and that cpio format lacks.

6. The format is extensible for future
facilities. [VI 1N39 Henry Spencer]

7. There is a public domain implementation
of the format of §10.1. That implementation
provided feedback which led to improvements
in the current specification, and has been in
use for years in transferring data with licensed
tar implementations. [V 1 INI 7 John Gilmore]

8. Many people prefer the user interface of
the cpio program to that of the tar program,
because the former can accept a list of
pathnames to archive on standard input while
the latter takes them as arguments, limiting the
length of the list. [VllN34 Andrew
Tannenbaum] However, the above-mentioned
public domain implementation of tar accepts
pathnames on standard input, [V11NI7 John
Gilmore] [¥11N 19 Jim Cottrell] and at least
one vendor sells a version of tar that can do
this. [V 1 IN48 Michael Gersten] Diffs to
standard tar to add an option to accept
pathnames on standard input when creating an
archive have also been posted to USENET.
[V11N36 John Gilmore] The user interface is,
in any case, irrelevant to P1003.1. [V1 IN39
Henry Spencer] [V11N40 Rahul Dhesi]

Disadvantages of tar format:
1. If an attempt is made to extract only the

second of a pair of hard linked files the tar
program will attempt to link the second file to
the nonexistent first file, and nothing will be
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extracted. Although a sufficiently clever imple-
mentation could avoid this, the problem can
be considered to be in the archive format.
[V1 IN66 Kenneth Almquist]

There are some problems that neither tar
nor cpio handles well.

1. File names still longer than the length of
PATH_MAX (at least 255) [VIIN50 Michael
MacDonald] that the POSIX format allows
(and than the 128 that cpio permits or than
the 100 that historical tar allows) would be
preferable, although the POSIX limit is useful
for most cases. [V11N54 Ian Donaldson]

2. An option to prevent crossing mount
points would be useful for backups. [V11NI9
Jim Cottrell] [V 1 IN22 Joseph S. D. Yao]
However, this appears to be more of an imple-
mentation issue than a format issue, [V1 IN28
Dave Brower] [VllN32 Joseph S. D. Yao]
especially considering that there are options to
find in 4.2BSD, [V11N24 Jim Cottrell] SunOS
3.2, [VllN36 John Gilmore] and System V
Release 3.0 [VllN35 Mike Akre] that take
care of this.

3. The default block size in many tar imple-
mentations is too large for some tape controll-
ers to read [V11N27 Rob Lake] (the 3B20 has
this problem). This is not a problem with the
interchange format, however.

There is nothing that the proposed cpio
can handle that the tar-based format already in
POSIX §10.1 cannot handle; in fact, the former
is less capable. If cpio format were augmented
to handle missing capabilities, it would be
subject to the same objections now aimed at
the format given in §10.1: that it was not
identical with an existing format.

There is no advantage in replacing the
current tar-based format of §10.1 with cpio
format. There is also no advantage in adding
cpio format, because two standards are not as
good as a single standard.

Some have recommended removing §10.1
from POSIX altogether, [VI 1N 12 Doug Gwyn]
perhaps with a recommendation for P1003.2
to pick up the idea. [VIlN09 Guy Harris]
While I believe that that would be preferable
to adding cpio format, whether or not tar
format remains, I recommend leaving §10.1 as
it is, because:

¯ The inclusion of an archive/interchange
file format is in agreement with the purpose of
POSIX to promote portability of application
programs across interface implementations.
Some format will be used. It is .to the
advantage of the users of the standard for
there to be a standard format.

® The de facto standard is tar format. The
current §10.1 standardizes that, and provides
upward-compatible extensions in areas that
were previously lacking.

Tl~e Archive/InterchangeFile Format
should be left as it is.

Thank you,

John S. Quarterman
Institutional Representative from USENIX
usenix!jsq

At its June meeting in Seattle, the P1003
committee decided to put off a decision on
formatting until its September meeting. In the
interim,

the present cpio format is included in
the next draft of the standard, preceded
by a note saying that the Working
Group must decide which (none, either,
or both) will be in the standard, and
that a revised proposal is forthcoming.

The options appear to be the obvious:

1. Leave the issue to P1003.2 and remove
section 10 from POSIX.

2. Include only ustar format in POSIX.

3. Include only extended cpio format in
POSIX.

4. Include both ustar and extended cpio
formats as options in POSIX.

5. Require both ustar and extended cpio
formats in POSIX.

The next issue of ;login: will continue this
discussion. There will be a POSIX implemen-
tors workshop in October, see page 3 for the
Call for Papers. - PHS
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How To Write a UNIX Daemon

Dave Lennert
Hewlett-Packard Company

hplabs! hpda! davel "

ABSTRACT

On UNIX systems users can easily write daemon programs that perform repetitive tasks
in an unnoticed way. However, because daemon programs typically run outside a login ses-
sion context and because most programmers are unfamiliar with designing a program to r!2n
outside this context, there are many subtle pitfalls that can prevent a daemon from being
coded correctly. Further, the incompatibilities between various major UNIX variants
compound these pitfalls. This paper discusses these pitfalls and how to avoid them.

Daemon: runs around in the shadows (background) doing devilish deeds.

found in some daemon source code

Introduction

A daemon is a program which performs periodic tasks in such a manner that it is normally
unnoticed by users.

Some daemons run constantly, waiting for a significant event. Examples include in it which
respawns login sessions (gettys) as they end, cr’on which launches programs at specified times, and
sendmai [ which listens on a socket for incoming mail messages.

Other daemons are launched periodically and terminate after completing one execution of their
task. Such daemons include the uucp file transfer utility, uucico, which can be launched as a login
shell when a remote machine logs in, catendar which is launched nightly by cron to examine users’
calendars and mail them notification of upcoming events, and various mait handling utilities which
allow the user’s shell to continue while the collected mail message is delivered asynchronously.

Daemon programs are very easy to write in the UNIX environment. They can be written by
casual users and launched periodically via the at command or, on System V, by a user’s personal
crontab file, or perhaps at each login via csh’s .login command file. System administrators write
daemons whenever they recognize a particular administrative task is becoming routine enough to be
handled automatically.

However, daemon programs appear easier to write correctly than they really are. This is
because there are many quirks and side effects of UNIX which are automatically taken care of in a
login session context but not in a detached, daemon program. The init, getty, login, and shell
programs oversee such functions as setting up user ID’s, establishing process groups, allocating
controlling terminals, and managing job control.

If a daemon process is launched outside a login session (e.g., via /etc/rc or a similar function
during system startup) then it needs to manage these functions itself explicitly. If a daemon process
is launched from within a login session (e.g., as a background command from a login shell) then it
needs to undo much of what the login process sequence has done. In order to code a daemon
robustly, both concerns must be addressed.

This paper discusses these concerns and the methods for addressing them. Note that all the
example coding fragments lack necessary error condition checking or handling; such handling should,
of course, be added to any real daemon.
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Programming Rules

The following is a set of programming rules which avoid several subtle pitfalls. A discussion of
each pitfall is also given along with the rule.

Make immune to background job control write checksl

On systems which support 4.2BSD style job control, daemons which attempt I/O to their
controlling terminal will stop if they were launched from c sh in the background (with &). The real
way around this is to disassociate yourself from your controlling terminal (see below). In some cases
though, the daemon will want to perform some setup checks and output error messages before it loses
its controlling terminal.

There is no way to allow a background process to read from its controlling try. However, output
can be reliably performed if the calling process ignores the SIGTTOU signal, as in:

#ifdef SIGTTOU
signal(SIGTTOU, SIG_IGN);
#endif

Forsa~ty,
#ifdef
signal
#endif
#ifdef
signal
#endif

itis probably a good idea to ignore the otherstop signals as well, asin:
SIGTTIN

(SIGTTIN, SIG_IGN);

SIGTSTP
(SIGTSTP~ SIG_IGN);

Ignoring SIGTTIN also has the side effect of causing all background attempts to read from the
controlling terminal to fail immediately and return the EIO error.

Close all open file descriptors, especially s t d i n, s t d o u t, s t d e r r .

Do not leave stray file descriptors open. More importantly, if any of the file descriptors are
terminal devices then they must be closed to allow proper reset of the terminal state during logout
(see below). The typical code sequence is:

for (fd = O~ fd < _NFILE; fd++)
close(fd); /* close all file descriptors */

Disassogiate from your process group and controlling terminal.

Daemons launched during a login session inherit both the controlling terminal and the process
group of that session (or, in the case of job control, of that job within the session).

As long as the daemon is still in the process group associated with a controlling terminal it is
subject to terminal-generated signals (such as SIGINT or SIGHUP). As long as the daemon still has a
controlling terminal it is subject to job control terminal I/O restrictions on systems which support job
control.

Further, while the daemon remains in the original process group in which it started, it is subject
to any signals sent to that process group by another program via k i t t (2).

One way to prevent the daemon from receiving these "unintended" signals is simply to ignore
all signals. However, this means that the signals cannot be used by the daemon for other purposes
(such as rudimentary interprocess communication). Also, this approach is insufficient because there
are some signals which a process cannot.ignore (for example, SIGKILL or SIGSTOP).

A better approach is for the daemon to disassociate itself from both the controlling terminal and
from the process group which it inherited. On 4.2BSD systems, the former can be performed via the
TIOCNOTTY ioctt(2) and the latter via setpgrp(2). Under AT&T UNIX, setpgrp(2) performs
both functions.
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However, (under AT&T UNIX) in order for setpgrp(2) to have its desired effect, this must be
the first time the process has called setpgrp(2); that is, the process must not already be a process
group leader. (A process group leader is a process whose process group ID is equal to its process ID.)
Since a program has no control over the process which exec(2)’d it, it must fork(2) to ensure that it
is not already a process group leader before calling setpgrp(2). (This is especially important if the
daemon is launched from a csh which supports job control since csh automatically makes its
children process group leaders. But this also happens, for example, when an imprudent user launches
a daemon from a login shell via the exec command.)

In order to prevent locking up a user’s terminal when a daemon is started (i.e., without ’&’), the
daemon usually fork(2)’s anyway and runs in the child while the parent immediately e×it(2)’s
without waiting for the child. This causes the shell to believe that the daemon has terminated.

A typicalcode sequence would be:
if (fork() != 0)

exit(O); /* parent */
/* child */
#ifdef BSD

setpgrp(O, getpid());     /* change process group */
if ((fd = open("/dev/tty", O_RDWR)) >= O) {

ioctl(fd, TIOCNOTTY, 0); /* lose controlling terminal */
close(fd);

#else /* AT&T */
setpgrp(); /* lose controlling terminal & change process group */

#endif

Do not reacquire a controlling terminal.

Once the daemon is a process group leader without a controlling terminal (having called
setpgrp(2) as described above) it is now potentially capable of reacquiring a controlling terminal. If
it does, other processes (for example, logins) will not be able to acquire the terminal correctly as their
controlling terminal.

(Interestingly, this problem does not exist under 4.2BSD. Unlike AT&T UNIX, where a terminal
can only be acquired as a controlling terminal if it is not already a controlling terminal, 4.2BSD
allows a process to join an already allocated controlling terminal and its process group. Basically, the
process merges with the already established process group.)

The symptoms of this problem are somewhat subtle. Since getty and login are not able to
acquire a controlling terminal, the special file, /dev/tty, cannot be successfully opened. Because of
this, the getpass(3) routine, used by login to obtain the user’s password, fails without ever printing
the Password: prompt. All login attempts for accounts with passwords silently fail without ever
prompting for a password.. Login attempts for accounts without passwords succeed (because
getpass(3) is never called), however the login shell does not have a controlling terminal. Terminal
input and output still succeeds (via stdin, stdout, and stderr), but any keyboard signals are not sent to
the processes spawned during this login session. Instead the signals are sent to the process which
acquired this terminal as its controlling terminal (the daemon) and its descendants.

For this reason the daemon program must ensure that it does not re-acquire a controlling
terminal.

On 4.2BSD systems, a new controlling terminal can only be acquired by a process with a process
group ID of zero. After calling setpgrp(2) to set its process group ID equal to its process ID, the
daemon cannot re-acquire a controlling terminal.

AUUGN 45 Vol 8 No 3-4



;login:

Under AT&T UNIX, a new controlling terminal is acquired whenever a process group leader
without a controlling terminal opens a terminal which is not already the controlling terminal for
another process group. On such systems the daemon can reacquire a controlling terminal when open-
ing, say,/dev/console, to perform logging or error reporting. Even if the daemon subsequently closes
the terminal it still possesses it as a controlling terminal. There is no way to relinquish it since
subsequent setpgrp(2) calls are ineffective. (setpgrp(2) has no effect if the caller is already a
process group leader.) Therefore the acquisition must be prevented.

One simple way to prevent the acquisition of a new controlling terminal is to fork(2) yet
another time after calling setpgrp(2). The daemon actually runs in this second child and the parent
(the first child) immediately exit(2)’s. However, on AT&T UNIX when the parent (first child)
terminates, the SIGHUP signal is sent to the child since the parent is a process group leader. Thus,
the parent must ignore SIGHUP before fork(2)’ing the second child otherwise the child will be killed.
(The ignored setting is inherited by the child.) The final side effect of the terminating (process group
leader) parent is to set the process group of the child to zero. The daemon (second child) now has no
controlling terminal, it is in a new (zero) process group which is immune to signals from the tty
driver, and it cannot acquire a new controlling terminal since it is not a process group leader.

Thusthetypicalcode sequence becomes:

if (fork() != O)
exit(0); /~ first parent */

/~ first child e/
setpgrp(); /~ lose controlling terminal & change process group

signal(SIGHUP, SIG_IGN); /~ immune from pgrp leader death ~/
if (fork() != O)           /~ become non-pgrp-leader ~/

exit(O);                    /e first child e/
second child

Do not "hold" open try files.

Even after ensuring that the daemon will not re-acquire a controlling terminal when a terminal
device is opened, there is a further concern:

Terminal state settings, such as BAUD rate and signal character definitions, are only reset to the
default state when the last process having the terminal open finally closes it. Thus, if the daemon has
a terminal open continuously, then the last close never happens and the terminal settings are not reset
at logout.

Typical examples of terminal files held open by a daemon are sldin, stdout, stderr, and
/dev/console.

It’s probably best to log errors and status messages to a disk file rather than a terminal. How-
ever, when terminal logging is desired, the "correct" method is to hold the terminal open only long
enough to perform a single logging transaction. Note that this logging transaction still represents a
window of time during which a logout would not reset the terminal state.

4.2BSD systems have a further problem which makes this suggestion mandatory. Whenever a
new login session is initiated via getty or similar routine, the vhangup(2) system call is invoked to
prevent any existing process from continuing to access the login terminal. This results in read and
write permissions being removed from any currently open file descriptor which references the login
terminal; this affects all processes regardless of user ID. Therefore, daemons which access a terminal
that is also used for regular login sessions, must reopen it whenever access is desired. If a file descrip-
tor for such a terminal is continuously held open, it is very likely that vhangup(2) will quickly
destroy its usefulness.

To determine if an unknown file descriptor is a terminal device use i satty(3).
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